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Purpose:

SacValley MedShare (SVMS) must protect the Participant’s patients right to privacy and
confidentiality and to establish safety guidelines for the presence and participation of industry
representatives involved with PHI.

Procedure:
1. Vendor Due Dilligence
a. Complete the Request for Proposal (RFP), (Attachment A, a 5 page Microsoft® Word®
document).
b. Print RFP, and the RFP Technical Architecture Supplement (Attachment B, an 8 page
Microsoft® Word® document) to PDF and send to potential vendor.

c. The REP, BAA, and any other compliance documentation is due back with the RFP.

d. Review all documentation

e. Present to Development/Executive committee for discussion and approval.

. Present to Board for final approval.

g. All documentation is to be scanned to BOX and the originals kept at a secure location.

Authorization Name / Signature _ Date 4_\

| Board Chair Myron Mochiolo U SN pelliha | 03-04-3000 |
| Executive Director /\ |

U

Reference:
HIMSS. (2009.) Healthcare Information and Management Systems Society. HIMSS Model RFP

Attachment(s):
A: Request for Proposal (5 pages)
B: Request for Proposal — Technical Architecture Supplement (8 pages)

Version | Date Author Comment
.001 02-DA. 20\ | E. Steffen initial Release
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 SACVALLEY
N
& i

CORPORATE DUE DILIGENCE: REQUEST FOR PROPOSAL

1. CONFIDENTIALITY
The Request for Proposal (RFP) processand allinformation containad within thisdocument arethe
property of Sacvalley MedShare (5VIS). Rasponsasto the RFP become the property of the issuing
arganization. $VAS has the rightto use any or all information represanted intheresponsesunlessthe
vendor designates the information asproprietary. Each response containing proprietaryinformation
must be clearlymarkad “PROPRIETARY . Y5 will not release information identified as proprietary
except as required by law.

2. INTRODUCTION
This Requestfor Proposal (RFP) salicits vendorsthat couldpotentially supply us with a/an ‘
we will selectfinaliststo demonstrate their system. Wewill conducta customer site visit of the vendor
that providesthe bestthe demonstration. We reserve the rightto abandon thisprocurement procass
atno costtous.

WhilethisRFPfocusesona

3'e s In additon. while we seekto acquire a system through one {1 vendor, we may
chooseto acceptpart of avendor's offering asopposad to the offeringinits entiraty.

The timelinefor this procurementis asfollows:
Description Expected Dots
Issuz RFF

ConductBidders Teleconfarenca

Racejve Letters of Intent inot mandatory, but highly desirable)
Receive Vendor Queastions

Complete Proposal Evaluations

Conduct Demanstrations

Complate Reference Checks

Conduct5ite Visits

Selectapparent successful vendor subjactto contrad negotiations
Cammeance Yendor Contract Negotiation(s)
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MERSHARE

will beleadingthis project an our behalf, Please contact [ISERDBERAGIIS
with any RFP questions. Please do not contact any other of our personnel regardingthis
documentwithautthe approval of the _ Failureto complywiththisand any

other guidelinesinthe RFP are causefor exclusionfromthe process.

Contactinformation for Projact Leader:

3. ISSUING ORGANIZATION
General Background: Sacvalley MedShars, alongwith the California Assodation aof Health Information
Eschanges {CAHIE) serves the 12-county region of California, north of Sacramenteo, which indudes the
Morth Central valley andthe surrounding mountainousterrain. ltsregionislargely rural and
mountainous, with travel limitad by climate and seasonin much of the area. Good communicationis
critical to caordinate care between primarycare, specialists, hospital providers, and skillad nursing care
facilitiesthatfulfil a vital role in post-discharge care for many patients.

The region is comprised of Butte, Colusa, Glenn, Lassen, Modoc, Plumas, Shasta, Siskiyou, Sutter,
Tehama, Trinity, and Yuba counties. The region covers over 28 428 square miles, and serves alittle
aver 800,000 in population. As such, ithasthe problems assodated with servingthe largest
geographically-contiguousragion of all of the CaliforniaHealth Information Exchange (HIE's), with one
of the lowest populationand provider densities. Much of its population liesin madicalb-underservad
rural areas, whilethere are a few larger urban centers scattered alongthe Sacramento Valley. None of
these centers excead 100,000 in population, and most are much smaller. Its seven larger acute-care
hespitals are either non-affilisted community net-fer-profit entiti es {three), or are part of larger
hospital networks (Adventist, Dignity, and Prime). Withthe exception of Redding, withtwo larger
acute-care hospitals, mosturban areas are served by a single facility. Acute carzinthe smaller
communities isprovided by rural Critical AccessHospitals.

Leng-term careis provided by forty Skilled Nursing Fadilities scatterad throughoutthe region. Many
have no Electronic Health Record {EHR) system and thereis no electronic health exchange beyand fax
machinas,

The ragion avarages only one physician per twenty-two square miles, with the vast majority of those
located inthefew urban areasand theirimmediate surrounds. Bostof its providersarzinsmall or
sola practices, widelyscatterad geographically. Currantly, many have nen-compliant EHRs; some have

S TS FO RE1-057 201 Paguest for Poposal COMFDENTIAL Page Zof5
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ne EHR atall. There are several networks of federally-funded health clinics helpingto provide careto
all, induding a significant part of the safety-nat care.

Even in our most populated counties with the maost accessto medical care, our region scoresvery
poorly on health statistics. Butte County Public Health reported in 2010 onthair county statistics; they
looked atButte County {2014 population: 224,241, over % of $¥RAS s regional total), ascomparad to
the 58 counties in California:

With L as best, and 58 asworst:

. For all cancers, Butte County ranked 56; prostate cancer 57, breast cancer 49,
lungcancer 52

. Chronic liverand respiratory disease ranked 51

. Drug-induced deathsranked 56

. tortality ranked 44

. Overall, itranked 55 out of 53 counties.

The S¥IMS web page can bevisited at hitps://sacvallevms.org.

Technical Background: SYMS currently hasno onsite technology.

4, BUSINESS PRACTICES

In order to facilitate the analysis of responseste this RFP, vendors are requested to preparetheir
proposalsinaccordance with the following format:

4.1- Pravide a descriptionof vour company
4.1.1- Provide a organization chart of you company focusing on the portion responsible for the
proposad solution
4.1.2- Describethe organization chart provided above

4.2~ Indicate the specificseniorexecutiva responsible for thisproject success
4.2.1- Provide aresume, years’ axperiance suppoerting projectslike oursandyearsof
experience withthe company
4.2.2- Indicate number of other customer accountsthis persan may be rasponsible for during
our project
4.2.3- Provide profiles of the projectteam parsonnel that are anticipated for thisproject,
including resume, years axperience supporting projects like ours and years of experience with
the company
4.2 4- Indicate number of other customer accountsthe projectteam members person may be
responsible for during our projact

4.3- Describethe approachyouwoulduseto carry outthisproject
4.3.1- Identify projectmanagement best practicasyou previously employed in other projects
invaolvingthe proposed sclution, which youwill use during our project
4.3.2- Include studizs, lessonslzamead repertsthat supportyour recommandad approach

Su TS0 PII-05T 004 Paquest o1 Popozal CONFDENTIAL Fage 3 of 5
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4.3.3- Describe the methods you usz that demeonstrate the effectiveness of this approach, =.g..
timaly compl etion of similar projects within scope, on budget and accordingtothe agreed upon
quality standards

4.4- Describe prajectand change management procedures that will be used for this project
4.4.1- Describethe approval, prieritization, and governance procedures
3.4.2- Provide an description of the decision-making chain of command you willuse during
projectimplementation and post-project on-going supportthis
4.4.3- How are end-users involved in the decision process?
4.3.4- Include a proposad work plan, with an asseciated schedulz te completa the workfor this
project successfully
1.4.5- Dascribethe risksand riskresponses identified inthisproject

5. CORPORATE DUE DILIGENCE

The purpose of this sectioniste identify the general requirements of aviable vendaor. Please provide
the informationrzquested inthefollowingformat:
S.1-Legal name of organizational respending
5 7-Address of organization responsible for completingthisproject successfully
5.3-Datailed organization chartfocusing onthe erganizationunitsresponsiblz for completingthis
projectsuccassfully
5 4-Company ownership- public or private
5 5-Definethe legal structure, 2.g., corporation, partnership, LLT
g.&-vear foundad
5.7-How long has the company been in businessproviding the proposad productsand services?
5 3-How lang has the company bean providing healthcars softwars applications?
5 9-How many employeas inthe company dedicatad to the preposed productsand services?
5.9 1-Unitad States
5.9 Z-International
5.9 3-Percentage dedicated to proposed projectinthisRFP
5.106-How many employees inthe healthcare divisionisiresponsible for developing, implementing and
supportingthe proposed applictions?
5.10.1-Custamer Sarvice
£ .10.2-ClientSuppertfor the productline proposzd
©.10.3-Parcent ampl oyees within ClientSupportfor the productline proposed employed for
greater than 12 months
£.10.4-User Training
£ 10 5-Installation/implementation for the productling proposed
5.10.6-Parcant employzes withininstallation/lmplementation for the productline propasad
employed for greater than 12 menths
5.10.7-Research and Development
5 10.2-Parcent employees withinResearch and Devalapmentfor the productline proposed
employed for greater than 12 maonths
5 10.9-0uality Control / Auditfor the productline proposad
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S.10.10-Percent employees within Quality Control for the productling proposed amployed far
greater thanl2 months
5 11-Please indudethree referancesfor the proposed applications currently in production and inuse
for a minimum of three vears in organizations similarin size and complexity when comparad to us.
S.11.1-Name of Organization
5.11.2-Mailing Address
§.11.3-Telephone & Fax Number and email address
5.11.4-ContactMame andTitle
5.11.5-Length of time vou have been deingbusinesswiththis organization
5.1 2-Pleasz indicate which of the proposed referancas yourecommendfor a site visit.
§.13-The proposed systemis a standalone, Commercial Off-The-Shelf {COTS) system
5.14-Installed clisntbase running applications proposed for thisRFP
5.15-Total customers
5.16-Total customer sites and produdts beingusad.
§.16.1-Hospitals{l dentify, by hospital size, the number of hospitals currently using your
applications)
5.16.2-Extended Care Facilities
5.16.3-Home Care
5.16.4-Physician Officas
5.17- How many de-installshasyour company had inthe last 12 months and why?
5. 15-wWillyour company sign a Businass Partner Agreementincorporatingthe Business Partner and
Chain of Trust components as defined inthe HIPAA regul ations?
5 19-Please provide aletter of credit equalto vour proposed five-year coststhat will remain in effact
duringthefive-year contractperiod.
5.20-List of all previous, pending or thraatenad litigation, arbitration, administrative or other
proceedings involvingthe Company, any subsidiary ar any jointventure invalving the Company or any
subsidiary, or any officar or director {including parties, remeadizs sought and nature of action}
5 21-listand descriptionof all previous, pending or thraatened government or other investigations
invelvingthe Company, any subsidiary or any officer or diractor
5.22-Listany regulatory or complianceissues previously or currently being addressad by the company
where there were any notices or other correspondence concerning any known or alleged violation of
Federal, state or local laws, regulations, agreements and/or commitments.

6. TECHMICAL ARCHITECTURE

Complate the Technical Architectues supplementand return with this RFP.

SIS FOREIOST 001 Pajuast or Popozal CONFDENTIAL Page5 ofS
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TECHNICAL ARCHITECTURE SUPPLEMENT

1. Systeminfrastructure and Scalability
L Bedadiement

L. Hardware configuration operates on industry standard
servers,i.e, HP, Dell, IBM.

2. Operatingsystem environment supportindustry
standard minimum requirements, i.e. Microsoft oo
Windows Server 2008 R2, Linux.

3. System can be configuredwith complete redundancy
with no single point of failure as well as Active-Passive
set-upwhere both nodes will be handling different

types.
4. Use clustering software to load balance and

demonstrate quick, automatic failoveracross all
servers,

5. Support web-basedinterface.

6. Supportt Citrix or otherterminal services platform.

7. Hardware platform provides capability for hot
swappable, mirrored/raided disk drives.

3. Support the abilityte conduct routine backup
procedureswithout the users havingte be off of the
system.

9, Delivery optionsfor a host-based environment {Saas).

10.Data elements can be viewed, printed, interfaced,
updated, reported on and/or listed as needad.

aaa 0o
I

a
a
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11.Provide Common Reporting Tools and Analyticsthat
are compatible with recognized, industry standard
reportingtools such as Micresoft SOL, Crystal
Reporting.

12.vendorprovidesload testingtools and loadtesting as
part of theirimplementation.

13.5ystemis scalable to accommeodate additional
utilization, users, transactions and/or additional
local/remote sites.

a
a

14, Support multiple environments includingtest,
production and training.

15.Provide a data dictionary.

16. Database tools are providedto allow end-user access
for queries and extraction or cutput of data into other
file formats.

17. altow for servervirtualization

18. Application can be monitoredvia common enterprise
menitoring systems.

19. Application provides an alerting and monitoringutility.

20. Application exposes datavia Web Services.

oo oo a oo

a@ oo o o

1. Doesyaour solution employ atrueService Oriented Architecture (SOA)? Explain.

2. Inthe contest of atrue SOA, explain how your dataand service modelingisdone and what

advantages it providesto the customer.

3. Describethevendor's approach to data integrity and redundancy.

SUMS R R-0RS 000 Paguest o1 P posabTac hnical Aich itectu re Supplement CONFIDEHTIAL
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4. Describethe vandor's approach andtoolsfor backup, recoveryand SAN/NAS recommendations.

wn

Datail the number of environments that ara recommendad for implementation and their purposes.
ex, Test, Development, QA Production?

&. Dascribethe processof environment managementand migrating from one environmentto
anothar.

7. Whatisthe source codefor the appliction writtenin?

%. Hew many application releasesper year doas the vendor provi de?

9. How are miner and majorrel eases communicated and provided to the client?

10. Detail the printing processfor the application.

SIS FXPI-0S3 001 Paquest for PrpozatTachnical Architecti s Supplemeit CONFIDENTIAL Page2 of S
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2. Metwork Capabilities
: o Be

irent

1. Each servermust have an appropriate Network
interface Card (NICito connect to the Local Area O |0
W etwiork.

2. In Ethernat environments, all servers shouldbe placed
on dedicated 100 Mbps or 1Gbps Full-Duplex switch o|a
ports for maximum throughput and performance.

3. Critical data {security/authentication data}is passed
betweenvarious layersusing 256 bit encryption. The

: ; s it ; oo
browser/server communication can alsobe set using
35Lbased authentication,
4. Capable of using IP and the standard network protocol. | O | O
5. Requirednetwork devices can be managedfroma alo
central location.
. Support Network Load Balancing to offerhigher
. O|ga
throughput for increaseduser load.
7. Support Layer 3 switching mgs

1. Please describe your LAN/\WAN netwaork requiraments.

2. Onthe Wide Area Network, whatis the minimum bandwidth requirement?

3. Describein detailthe remote accessmethods you currently suppertfor your applicationand how you
would support devices atremote locations.

4. Whatarethe threughput response time reguirements?

SVINS-FIRICSZ 001 Pajuast o1 P pozabTachnical dichitecti re Suppleme COHFIDENTIAL Faga d0f3
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Security

Requirement

Support Role Based Access

ol

support task-based and chject-baseduser
authorization profiles.

Provide an audit trail that can be usedto identify
transactions or data accesses that have been
performedby:

e Function

s Terminal

o Client

s lser

Provide Audit Log reportingfeatures.

Log all unsuccessful logons and fock out users aftera
certain number of unsuccessful attempts as definedby
the customer.

a |ojajojaic) o

a |[oooaar a

=

Provide a “time out” feature that automatically signs
off a user if a workstation has beenleft unattendedfor
a user-definedtime period.

a

Support Active Directory and/or LDAP

|
a

Provide functionsto restrict access to specificpatient
recerds for individual users,

a
a

Authenticate userbased upon a minimum of one-
factor authentication utilizing one ormere of the
followingin combination with a User ID:

e Password

e EBiometricldentification

e Proximity Controls {(RFID)

» Token

10

Provide interoperability with patient context (CCOW),

11,

Permittha security administrator to specify that User
iDs and passwords must contain a combination of
alphabetic, numeric, and special charactars.

a (goaooa A
o [(OoOgooo a
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12.Permitthe scui administrator to spi that
passwords must adhere te strong password guidelines.

Vendor Response

13. Parmit the security administrator to specify a minimum
password lengththat will be enforcedby the system.

14.Force a user to select a password at initial sign-onand
when the password has beenreset.

15. Prohibitthe reuse of User IDs and passwords per user
based upon security administrator controllable setting.

16. support the encryption of the password file and
password information.

og|aojaojoQ
gjaoyojo|a

17.Permit the security administrator to set eventsthat are
considered security violations as well as provide real-
time notification of any violations.

(u]

]}

1. Discussthe system’s ability to define and contrel user and role prefiles within and acrossfadilities.

2. Describethe system user name and password structure and the ability to enfarceit.

3. Discussthe authentication procassincluding encryptionand wirzless devices.

4. How does your system support single sign-on?

5. Doesthe systemprovide auditiogs/errorlogsto detect unauthorized access or activity?

regulations.

6. Describethe system compenents inplace thatsupporta user/ clisnt’s adherenceto the HIPAA security
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Interoperability

%?

BALYAL

equirement

Support the use of industry standard interface engines.

Vendor Response

0

Provide pre-definedinterfacesthat expedite interface
development time and automatic wizards that can be
usedto implement model definitions.

support standard HL7 interfaces.

e

support industry standards such as DICOM and XML

. Intarface with legacy systems, departmental systams,

repository systems, foreign systems, modalities and
devices.

o (ool a (4O
o oo A

_ﬁ‘o

Software logicis parameterized or table drivenfor
convenient modification by EPT, tables, and external
database query.

Users can view a display of archived transactions and
audit file aswell as the transactions as they are being
processed.

Provide a custom adapter development kit such as
COM of API, making it possibla for auserto create
utilities and applications that can communicate
directly.

The generation of alert messages can be configured by
the time of day and day of weelk, for each interface via
user-defined peak, off-peak and scheduled downtimes.

10. Alert messages can be sentto any deviceinduding,

mobile devices and printers as well as to other
interfaces. Alerts can also be configuredbased on
change of interface status, idletime and excessive
transaction backlog.

11.support data mappingand conditional routing.

12.The following data types are supported: ASCII, BLOB,

EBCDIC, hex16, hex32, printable, raw, signedbinary
and unsigned binary.
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Requirement (Continued

13. Error Monitcrg 'Is an alsusyste\.hic B

generates alert meszagesthat are stored and viewable

online and can be routed via various mechanisms such o0
as e-mail and mobile devices.

14.Holds message waiting to be processedin memory and
writes them to disk. Each message isflaggedwith a alo

status that indicateswhether it has beenprocessad
and received by the destination system.

1. Provideyour definition andvision of interoperability and how you are incorporating interoparability
within your solutions.

2. Describeyour method for establishing HLT connactivity as well asthe versionyou support,

2. Describevour averall design approachto developing testing, implementing and upgrading system
interfaces.

4. Describe howyou support systems without standard interfaces.

5. Whattools does your system provideto allow menitering and guarantead delivery of your interfaces?

o

Whatinterface enginas have your existing clients used?

7. Describethe auditing capabilities to verify the counts of records sent or received by your system.
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